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Ilepeuens cokpareHuit PykoBoacTBO pazpaboTumnka

X-IDBox

IIepeyeHsb cokpameHu

NHH —  WACHTU(UKAIIMOHHBIA HOMEp HAJIOTOIUIATEIbIINKA
ncC — uHpOpPMaILlMOHHAS CUCTEMA

CHUJIC — CTPaxOBOM HOMEpP MHIAMBHUIYAJIBHOIO JINLIEBOTO CYETA
v3 — yu4€THas 3aIuch
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[Iepeuenb TEpMUHOB

PykoBoacTBO pazpaboTumnka

Hoctyn

N nentudukarop

N nentudukanus

NudopmanmonHnas
cucTeMa

OOBeKT goctyna
[Ipodpunb  yuéTHOU

3aIInucu
ITOJB30BATCIIA

Pons

CyOnBekT nocryrmna

VYuéTtHaga 3anuce
OJIL30BaTENA

). DBOX

X-IDBox

IlepeyeHb TEPMUHOB

MOJlyueHHWe  OJHOM  CTOPOHOM  MH(OPMAIMOHHOTO
B3aMMOJICHCTBHSI BO3MOKHOCTH HCIIOJIB30BAHMS PECYPCOB
JPyroi CTOPOHBI HH(POPMALIMOHHOTO B3aUMOAEHCTBUS
IOpU3HAK CyObEKTa JIOCTyIa UM OOBEKTa JIOCTyIla B BUJE
CTPOKU 3HAKOB (CHMBOJIOB), KOTOPBIM HCIHOJB3YETCS IpH
UAEeHTU(GUKAIIM ¥ OJHO3HAYHO ompeaesseT (yKas3bIBaeT)
COOTHECEHHYIO c HUMU UICHTU(DUKAITMOHHYIO
nH(popmanuio

JEUCTBHUA MO MPUCBOEHUIO CYOBbEKTaM U 00BEKTAM JIOCTyNa
UACHTU(UKATOPOB U (vnn) 1o CPABHEHUIO
IPENBSABISIEMOTO uaeHTuuKaTopa C IIEPEYHEM
IPUCBOEHHBIX UJIEHTU(PUKATOPOB

COBOKYIHOCTb  COJEpKamlelca B 0a3ax  JaHHBIX
uHpopmanuu U oOecrneyuBalIMX €€ 00paboTKy
MH()OPMAIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEACTB
eqununa UC (moxymeHT, noje, aTpuOyT U T. I1.), K KOTOPOU
pazrpaHU4MBaETCS JOCTYI

HaOop 3HayeHWil arpuOyToB yuétHoM 3amucu X-1DBox,
OJIHO3HAYHO  ACCOLMHUPYIOUIMM  CyOBeKT JOCTyma C
opraHuzanue, B uUHTepecax (0T HMEHH) KOTOpOH
cyOBeKTOM JocTyna BBITIOJIHAIOTCS orepanuu,
peanusoBanHbie B X-IDBox m HMC, nHTErpMpOBaHHBIX C
X-1DBox

IOpEeNONpENECHHas COBOKYIIHOCTb IIpaBWJI JIOCTyHa K
pecypcam  (IIOJIUTUK aBTOPU3AIMM), YCTAHABIMBAIOLINX
JOIyCTUMOE B3aHMOJICHCTBIE MEXIY CYObEKTaMH JOCTYyIa
U 00BbEKTaMH JI0CTYyIIa

M0JIb30BaTElb, IEUCTBUSI KOTOPOTO MO JOCTYIY K 00bEeKTaM
JOCTYTA PErJaMEHTUPYIOTCS TOJUTUKAMH aBTOPU3ALINU
JIOTUYECKUN 0OBEKT (COBOKYMHOCTh JAHHBIX MOJIb30BATENS),
cymectByrommil B peaenax X-IDBox u npencrasisromumii
cyowsekta moctyna B X-IDBox u MC, uHTerpupOBaHHBIX C
X-IDBox



KemupoBanue 0TBETOB cepBHCa aBTOPU3ALUU PykoBoacTBO pazpaboTumnka
X-IDBox

1. KemmpoBaHue OTBETOB CEPBUCA ABTOPU3AUN

[To ymMOJITYaHHIO KEIIUPYIOTCS BCE OTBETHI U3 CEPBUCA aBTOPU3ALUU.

Cpok XKHU3HM Kella MO KaXKJIOMYy OTBETY peryiaupyercsi HacTpodkamu. Kemn
WHBAJIUIUPYETCS

— T10 UCTECYCHHUH CPOKA KU3HHU U HE 3aBUCUT OT YaCTOTHI OOPAICHHUIA;

— Mpu OOHOBJIEHUHU POJIEBOM MojenH (1Mo TexHuueckomy HanmeHoBaHuio MC),
OOHOBJICHUU POJIM, OOHOBJICHUH JTAHHBIX WJIM COCTOsSIHUS npoduiist Y3 moias3oBaTes U
M3MEHEHHUH a/Ipeca 3JIEKTPOHHOM MOYTHI Y 3 MOJIb30BaTENS.

[Ipu sTom nna onpexneneHHbix MC kem oTBeTa MOMXKHO OTKJIIOYHTH, €CIIH
cootBercTByromas MC Hacrpoiika «xidbox.authz.cache.info-system-settings» umeer
3HayeHue «false». OpHako 95Ta HACTpOWKa HWIHOPUPYETCS, €CIU HACTpPOWKa
«xidbox.authz.cache.cache-responses-for-all-info-systems» wumeer 3HaueHue «true».,
IIpy 3TOM HECMOTps Ha BBILICOIMCAHHBIC HACTPOWKH, €CIIM B 3alpoce MepelaH
3arojioBok «Cache-Control» co 3nauenuem «no cache», To pacder oTBeTa MPOUCXOIUT
0e3 yuéra Keia OTBeTa, HO ¢ YYETOM MHBIX Kemiei (kem Y3 moJib3oBatesis, npoduis
Y3 mnonb3oBarens, opraHu3alMd W T.J. HE OTKIIOYAETCS YEPe3 YKA3aHHbBIC BBIIIEC
HACTPOMKHU WIJIH 3ar0JIOBOK).

Jlnst  oTkiIrodeHHMs Kemia  pacuéra  MPUMEHUMOCTH  poJiell  HeoO0XO0auMo
yCcTaHOBHTH 3HadyeHue «false» B Hactpoiike «xidbox.authz.cache.disable-calculate-role-
applicability», Ho ipu sToM HTTP-3anpocel, koTopble OyayT BBHITIOIHATHCS B CEPBUCE
aBTOpU3allMu JUIsl pacuera MPUMEHUMOCTH POJIM, PEryJUPYIOTCS HACTpPOMKaMH,
OTIMCAHHBIMU BBIIIIE.

[TogpoObHOEe omnucaHue HACTPOEK CEpBHCOB MpuBeAeHO B PykoBojcTBe

aJIMUHUCTpATOpA.

). DBOX 6



PykoBoacTBO pazpaboTumnka
X-IDBox

MaccoBblil aBTOPU3AIMOHHBIN 3aPOC

2. MaccoBblil aBTOPU3AIUOHHBIN 3a1IPoC

Hms pecypca: /authz/api/vl/authz/multi
Metoa: POST

HTTP-3aronoBku:

— Content-Type: application/json

— Accept: application/json

2.1. JlaHHble B 3ampoce

Onucanne panubix B HTTP-3aromoBke 3ampoca mnpuBeneHo B Taomwmie 1.

Omnucanne JaHHBIX B 3aIIpOCE MPUBEICHO B TAbIHUIE 2.

Ta6nuna 1 — Jlanusie B HT TP-3aronoBke 3ampoca

Ha3panmue Tun
ITapamertp O0s3aTEJILHOCTD Onucanne
napamerpa JTAHHBIX
[Mpusnak Cache-Control Crpoka | Her [Tpu nepenaye 3HaAYCHHUSI
OTKJIFOUEHUS «no cache» oTBer OyaeT
Kellla OTBeTa paccuuThIBaTHCS Oe3
y4€Ta Kellla OTBETa,
uHaue OyyT
PUMEHSTHCS HACTPOUKH
B cepBuce (cMm. 1. 1)
Tabnuna 2 — Jlannble B 3anpoce
ITapamerp Haspame Tun O0s13aTEJILHOCTD Onucanne
napamerpa JTAHHBIX
WUnentudpukarop | userProfileUuid UuID Ha Wnentudukarop
npoduns npoduns V3

V3 nmonp3oBareis

MI0JIb30BATENS, AJIS
KOTOpPOT0 HEOOXOAUMO
MOJIy4YUTh PE3YIbTAT
IIPOBEPKU HAJINUUS IIPAB
y MOJIb30BaTeNs Ha
COBEpLICHHUE JIEUCTBUS C
pecypcom

). DBOX




MaccoBblil aBTOPU3AIMOHHBIN 3aPOC

PykoBoacTBO pazpaboTumnka

X-IDBox

Ha3Banmue
IMapametp
napamerpa

Tun
JAHHBIX

O0a3aTeILHOCTL

Onucanue

Texuuueckoe infoSystemTech

"HaumenoBaunne MC| Name

Crpoxa

Ha

Texnuueckoe
HauMmeHoBanue MC, B
KOTOpO# y mpoduis Y3
M0JIB30BATENS HACTPOEH
JIOCTYII JJISl COBEPIICHUS
JEHCTBHUSI C PECYPCOM

Hacrpoiika mode

pE3yJIbTaTOB

Crtpoka

Her

Nndopmanus o naHHBIX,
KOTOpbIE HEOOXO0IUMO
nepeaBaTh B OTBETE.
Bo3sMmoxHbIE 3HAUYEHHUS:
- HAS_ACCESS -
nepeaaBaTh TOIBKO T
napbl pecypcoB H
JEUCTBUN, K KOTOPBIM Y
npoduist Y3
I0JIb30BATENsI HACTPOCHBI
HEoO0XO0JMMbIE IIPABa;

— ALL (3HaueHwue mno
YMOJIYaHHUIO) —
nepeiaBaTh pe3yIbTaThl
110 BCEM Iapam JAeUCTBUS

U pecypca

JlaHHbIC 115 authRequests

aBTOPHU3ALINU

Maccus

Ha

Crnucok nap, asns
KOTOPBIX HEOOXOUMO
MIPOBEPUTH HAJTNYHE
noctyna y npoduis Y3
II0JIb30BaTEIS

Pecypc resource

Crpoka

Texnuueckoe
HalMEHOBAHUE pecypcea,
JUJIS1 KOTOPOTO
MpOBEpAETCS
BO3MOKHOCTh
COBEpUICHHUS ICHCTBUS
KOHKPETHBIM TIpoduiiemMm
V3 nonp3oBarens

Tun pecypca resourceType

Crpoka

Ja

TexHuueckoe
HauMEHOBAHHE THTIA
pecypca, Uist KOTOPOTo
MIPOBEPSETCS
BO3MOYKHOCTh
COBEpLICHUS ICUCTBUS
KOHKPETHBIM IIpoduiieM
V3 nonb3oBarens

). DBOX




MaccoBblil aBTOPU3AIMOHHBIN 3aPOC

PykoBoacTBO pazpaboTumnka

X-IDBox
IHapametp Hasparime Tun O0s13aTEJILHOCTH Onucanue
napamerpa JTAHHBIX
Jencrteue action Crpoka | [Jla TexHuueckoe
HaMEHOBAHHE
JEUCTBUSA, JI1 KOTOPOTO
NPOBEPSCTCS HATTMYHE
npaB y KOHKPETHOTO
npodurst V3
NI0JIb30BATEIsI HA €T0
COBEpILIEHHE C PECYpPCOM
ATpubyTHI attributeMap Oo6mwext | Her Criucok 3HaYeHHUH
PECYPCHBIX aTpUOyTOB
ATpubyte poiu | roleAttributeMap Oo0wext | Her Criucok atpu0yToB
poJieil U uX 3HAUYCHUH,
UCTIOJIb3YEMBIX IS
¢bubTpanuu poiei
[Tpu3nak useRolesApplicabili | Jloruuec | Her WNudopmanus o
HeoOxoxaumocT | tyCondition KHH HEOOXOMMOCTH y4eTa
yudeTa IPUMEHUMOCTH POJIH.
IIPUMEHUMOCTH 3HaueHue «true» — eciu
poJH NPUMEHUMOCTD POJIH

YUUTBHIBACTCS IPU
ABTOPH3AIINH,

3Hauenue «false» — ecan
NPUMEHUMOCTH POJIU HE
YUUTBHIBACTCS IPU
aBTOPHU3ALINU.

3HayeHue Mo

YMOIYaHUIO — «irue»

2.2. JlaHHBIE B OTBETe HA 3aMpoc

B ciyyae ycnemHoro BBINOJIHEHHUS 3alpoca BO3BPAILA€TCS OTBET, CTPYKTypa

KOTOPOTO MpUBE/IeHa B TaduIe 3.

Ta6mmma 3 — JlaHHbIE B OTBETE Ha 3aIIpoC

Ha3panmue Tun
IMapamerp Onucanue
napaMerpa JAAHHBIX
Wnentudukatop userProfileUuid UuUID Wnentudukarop npoduns Y3
npoduis V3 MOJIB30BATEISL, ISl KOTOPOTO
I0JIb30BATEJIS OCYIICCTBIISUIACH MIPOBEPKA
V4
). DBOX 9




MaccoBblil aBTOPU3AIMOHHBIN 3aPOC PykoBoacTBo pazpaboTunka

X-IDBox
Ha3Banmue Tun
IHapamerp Onucanue
napaMerpa AAHHBIX
Texuuueckoe infoSystemTechName | Ctpoka | Texundeckoe HaumenoBanue MC, B
HaunmenoBanue MC KOTOPOM MPOBEPSIIOCH HAIMYUE MPAB JJISI
COBEPILEHHUS ICUCTBUS C PECYPCOM Y
npoduist Y3 monb3oBaTes
Pe3ynbpratel authResponses MaccuB | Pe3ynbrarhbl BBINOJHEHUS IPOBEPKU
aBTOPU3ALUU Hanu4us npas npoduis Y3
II0JIb30BATEN HA COBEPILIECHUE
3ampalInBacMbIX ACUCTBUN C PECYPCOM
Pecypc resource Crpoka | TexHuueckoe HAMMEHOBAHUE peCcypca U3
3amnpoca
Tun pecypca resourceType Crpoka | TexHnueckoe HAUMEHOBaHHUE TUIA
pecypca u3 3ampoca
JlernicTBue action Ctpoka TexHuueckoe HaMEHOBAHUE IEHCTBUS
13 3ampoca
Pesynbrat allowed Jlornuec | Pe3ynbTat BBINOIHEHUS IPOBEPKH
MPOBEPKU KU HaJau4ud npas. Bo3MOXHbIE 3HAUYCHHUS:
— true — y nonp3oBareis €CTb IIpaBo
BBIIIOJIHATH JIEUCTBHUE C PECYPCOM;
— false — y monb3oBarens oTcyTCcTBYET
MPAaBO BBIMOJIHATH JEHCTBUE C PECYPCOM
WIH PECYPC UIIU IEWCTBUE OTCYTCTBYET B
MOJINTUKAX JIOCTyTa

2.3. Bo3MoKHBIE OIIHOKH

B ciiyyae BO3HMKHOBEHHWS OIIMOKW MPU BBIMOJHEHUU 3alpoca BO3BPAIIACTCS

OTBET, CTPYKTypa KOTOPOTo MpuBecHa B Tabule 4.

Ta6mmma 4 — JlanHbie omMOKU BBITTOTHEHUS 3aIIpoca

HasBanmue Tun
IHapamerp Onucanne
napaMerpa JTAHHBIX
Tun ommOku type Crtpoka | OmmOka ¢ cooOIIeHHEM HITH OIINOKa
BaJIUIAIIA
Hudopmanus 06 omuodke | payload Crpoka/ | [Togpobuas nHdopmarus 06 ommbke
OOBbexT
Bpewms ommbku timestamp Crpoka | Bpewms, B koTopoe Oblia mosrydeHa
omuoka

&
). DBOX 10




PykoBoacTBo pazpaboTunka
X-IDBox

MaccoBblil aBTOpU3aIMOHHBIN 3aITpOC

2.4. Ilpumep BbINOJHEHHS 3aMPOCA

3ampoc:

Content-Type: application/json
Accept: application/json

"userProfileUuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£539p",
"infoSystemTechName": "xidbox",
"mode": "ALL",
"authRequests": [
{
"action": "read",
"resource": "ordr cards",
"resourceType": "ordr cards type"
Yo
{
"action": "create",
"resource": "decision",
"resourceType": "decision type",
"attributeMap": {
"ORDR TYPE": "usr reg"

}

1,
"roleAttributeMap": {

"tech name 2": "value 2",
"tech name 3": "value 3"

Yy
"useRolesApplicabilityCondition": true

OTtBeT Ha 3anpoc

Content-Type: application/json

{

&7
). DBOX 1



MaccoBblil aBTOpU3aIMOHHBIN 3aITpOC PykoBoacTBo pazpaboTunka

X-IDBox
"userProfileUuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£539pb",
"infoSystemTechName": "xidbox",
"authResponses": |
{
"action": "read",
"resource": "ordr cards",
"resourceType": "ordr cards type",
"allowed": false
Yy
{
"action": "create",
"resource": "decision",
"resourceType": "decision type",
"allowed": false
}
]
}
OmnOka BBIMOJHEHUS 3ampoca:
Content-Type: application/json
{
"type": "MESSAGE",
"payload": "MHbopmMauMOHHAA CHUCTeMa He HauneHa.'",
"timestamp": "2022-04-14T08:31:58.4235592"
}
Ommbka BanugaIlyH.
Content-Type: application/json
{
"type": "VALIDATION",
"payload": {
"fields": |
{
"fieldName": "authRequests[0].resourceType",
"errors": "JlaHHOe IIOJIe IOOJIKHO COomepXaTb XOTH

OBl OOVMH He NPOOEeJIbHBEM CHUMBOJI"

&7
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MaccoBbI aBTOPHU3ALMOHHBIN 3a1IPOC PykxoBozcTBO pazpaboTunka

]

by
"timestamp": "2022-04-14T09:00:38.996714z2"

&
- IDBOX

X-IDBox

13



[Tonyuenue crincka UC, B KOTOpBIX Y yKazaHHOTO Tipoduiis Y3

PykoBoacTBO pazpaboTumnka

[TOJIB30BATCIISI €CTh JOCTYII

X-IDBox

3. Ilonyuenmne cnucka UC, B KOTOPBIX Y yKa3aHHOTo npoduias Y3

MOJb30BaTE/Isl €CTh J10CTYII

Hms pecypca: /authz/api/v1/user-profiles/info-systems
Metoa: POST

HTTP-3aroioBku:

— Content-Type: application/json

— Accept: application/json

3.1.

/lanHbIe B 3ampoce

Onucanme panubix B HTTP-3aronoBke 3ampoca IpuUBEIEHO B TaOIHIIE S.

Omnucanne JaHHBIX B 3aIIpOCE MPUBEICHO B TabmuIEe 6.

Ta6nuna 5 — Jlanusie B HT TP-3aronoBke 3ampoca

Ha3Banmne Tun
ITapamertp O0s3aTEILHOCTD Onucanne
napamerpa JTAHHBIX
[Mpusnak Cache-Control Crpoka | Her [Tpu nepeaye 3HAYCHHUSI
OTKJIFOUEHUS «no cache» oTBer OyaeT
Kellla OTBeTa paccuuThIBaTHCS Oe3
y4€Ta Kellla OTBETa,
uHaue OyyT
PUMEHSTHCS HACTPOUKH
B cepBuce (cMm. 1. 1)
Tabnmma 6 — JlanHbie B 3ampoce
ITapamerp Haspame Tun O0s13aTEJILHOCTD Onucanne
napamerpa JTAHHBIX
Crmcoxk userProfiles MaccuB | [a Crucoxk npoduneit Y3
npoduneit Y3 T10JIb30BaTENs
I0JTb30BATEJISI
Wnentudukarop| userProfileUuid UuID Ha Wnentudukarop
npodwisa Y3 npodunsa V3
MOJTH30BaTEIIS MIOJIH30BATEIS

). DBOX

14




[Tonyuenue crincka UC, B KOTOpBIX Y yKazaHHOTO Tipoduiis Y3 PykoBoacTBo pazpaboTunka
[TOJIB30BATCIISI €CTh JOCTYII X-IDBox

3.2. JlaHHbIe B OTBETe HA 3aMpoc

B ciyyae ycnemHoro BBITOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOTO MpHBe/IeHa B TabuIIe /.

Ta6muma 7 — JlanHble B OTBETE Ha 3aIpocC

HasBanmue Tun
ITapamerp Onucanne
napamerpa JAAHHBIX
Cnucoxk npoduieit Y3 userProfiles MaccuB | Cnucok npoduiie Y3 monb3oBarens
MOJIb30BATENs
Wnentudukarop userProfileUuid UuID Wnentudukarop npodwis Y3
npodwmis V3 MIOJIb30BATENS
I10JIb30BATENS
Crcox UC infoSystems Maccus | Uudopmanus 06 UC, B koTopoii y
npoduns Y3 nonb3oBarens ecTh
XOTs1 OBl OJTHA POJIb
Wnentuduxarop UC | infoSystemUuid UuID Wnentudukarop UC
Texuuueckoe techName Crpoka | Texnmueckoe HaumeHnoBanue MC
HaumeHnoBanue MC
HaumenoBanune MC name Crpoka | HammenoBanue NC
Kopotkoe shortName Crpoka | Koporkoe HaumenoBanue NIC
HaumeHoBanue MC

3.3. Bo3MoKHBIE OIIHOKH

B ClIydya€ BO3HHMKHOBCHMA OIITMOKH IIpHU BBIIIOJHCHHUH 3allpoCa BO3BpAIIACTCA

OTBET, CTPYKTypa KOTOPOTO NMpuBecHa B Tabaule 8.

Ta6mmma 8 — JlanHble omMOKHU BBITTOTHEHUS 3aIIpoca

HasBanmue Tun
IMapamerp Onucanue
napaMerpa JTAHHBIX
Tun ommOku type Crpoka | OmmOka ¢ cooOIIeHNEM HITH OLTHOKA
BaJIUIAIIA
Hudopmanus 06 omuodke | payload Crpoka/ | [Togpobuas nHdopmarus 06 ommbke
OOBbexT
Bpewms ommbku timestamp Crpoka | Bpems, B koTopoe OblIa mosrydeHa
omuoKka

&
). DBOX 15




[Tonyuenue crincka UC, B KOTOpBIX Y yKazaHHOTO Tipoduiis Y3 PykoBoacTBo pazpaboTunka

IMOJIB30BATCJIAA €CTh JOCTYIL X-IDBox

3.4. Ilpumep BbINOJHEHHS 3aMPOCA

3ampoc:

POST http://{{host}}/authz/api/vl/user-profiles/info-
systems

Content-Type: application/json

Accept: application/json

"userProfiles": [
{
"userProfileUuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£539p"

Yo
{
"userProfileUuid": "5e6ead7d-056d-4629-a925-
925e0254d39p"

}

OTBerT:

Content-Type: application/json

"userProfiles": |
{
"userProfileUuid": "0152f40b-el2f-4fcb-
ac23-988c2b4£f539p",
"infoSystems": [
{
"infoSystemUuid": "ca35bccb-093e-
4017-9078-c£592cbo6872c",
"techName": "xidbox",
"name": "MC X-IDBOX",
"shortName": "X-IDBOX"

by

&7
). DBOX 16



[Tonyuenue crincka UC, B KOTOpBIX Y yKazaHHOTO Tipoduiis Y3 PykoBoacTBo pazpaboTunka

IMOJIB30BATCJIAA €CTh JOCTYIL X-IDBox

"infoSystemUuid": "354fade7-05e0-
4b64-blb7-beb6focd4£f23a8",

"techName": "test system",
"name": "UC nmya TecTOB",
"shortName": "TecTorasg UC"

"userProfileUuid": "5e6ead’7d-056d-4629-

a925-925e0254d3%b",
"infoSystems": []

OmnOka BBIMOJHEHUS 3ampoca:

Content-Type: application/json

"type": "MESSAGE",
"payload": "llpodwmik ydeTHOM 3anoMCM He HaumeH.'",
"timestamp": "2022-04-14T08:31:58.4235592"

OmmbKka BaIuIaIiu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": [
{
"fieldName": "userProfiles",
"errors": "llojle He IOOJIXHO OBITH NYyCTBEM"

by
&7
). DBOX



[Monmyuyenue cnucka MC, B KOTOPBIX Y YKa3aHHOTO mpoduis Y3 PykxoBozcTBO pazpaboTunka

IMOJIB30BATCIIA €CTh NOCTYII

"timestamp":

&
% IDBOX

X-IDBox

"2022-04-14T09:00:38.9967142"

18



ITonyuenue cnucka JOCTYIMHBIX PECYpPCOB U JICMCTBUIN JJIsI
KOHKPETHOT0 npoduiis Y3 Moib30BaTes

PykoBoacTBO pazpaboTumnka
X-IDBox

4. TlonyyeHHe CNIMCKA JOCTYNHBIX PECYPCOB U AeiicTBHIA JJ1A

KOHKpPeTHOro npoduis Y3 noab3oBareis

Hms pecypca: /authz/api/vl/user-profiles/resources
Metoa: POST

HTTP-3aronoBku:

— Content-Type: application/json

— Accept: application/json

4.1. JlaHHble B 3ampoce

Onucanme panubix B HTTP-3aronmoBke 3ampoca mpuBeneHo B Taomwmie 9.

Omnrcanve JaHHBIX B 3ampoce npuBeaeHo B Tadymie 10.

Tabmuma 9 — Jlanasie B HT TP-3aronmoBke 3ampoca

Ha3Banmne Tun
ITapamertp O0s3aTEILHOCTD Onucanne
napamerpa JTAHHBIX
[Mpu3znax Cache-Control Crtpoka | Her [pu nepenaue 3HaYCHUSI
OTKJIFOUEHUS «no cache» oTBer OyaeT
Kellla OTBeTa paccumThIBaThCs O€3
y4€Ta Kellla OTBETa,
uHaue OyyT
PUMEHSTHCS HACTPOUKH
B cepBuce (cMm. 1. 1)
Ta6mmma 10 — Jlanasie B 3ampoce
ITapamerp Haspaime Tun O0s13aTEJILHOCTD Onucanne
napamerpa JTAHHBIX
Wnentudukarop | userProfileUuid UuID Ha Wnentudukatop
npoduns V3 npoduns V3
HI0JTb30BATEIIS MIOJTE30BATEIIS, JUIS
KOTOpPOT0 HEOOXOAUMO
MOJIYYHUTh MEpeUCHb
JIOCTYITHBIX PECYPCOB U
JNENCTBUN
). DBOX 19




ITonyuenue cnucka JOCTYIMHBIX PECYpPCOB U JICMCTBUIN JJIsI

PykoBoacTBO pazpaboTumnka

KOHKPETHOT0 npoduiis Y3 Moib30BaTes

X-IDBox

IMapameTp

Ha3zBanue
napaMerpa

Tun
JAHHBIX

O0a3aTeILHOCTL

Onucanue

Texunueckoe

"HanmenoBaune NC

infoSystemTech
Name

Crpoxa

Ha

Texanueckoe
HauMmeHoBanue MC, B
KOTOpo# y mpoduis Y3
M0JIB30BATENS HACTPOEH
JOCTYII K pecypcam u
NEUCTBUAM

Pecypchl

resources

Maccus

Maccus ¢ napamu
«pecypc — TUI pecypcar.
Cnucok pecypcoB
yYKa3aHHBIX THUIIOB, K
KOTOpBIM y npoduiis Y3
MOJIb30BATENs €CTh JOCTY

Pecypc

resource

Crpoka

Texunueckoe
HaMMEHOBaHUE pecypca

Tum pecypca

resource Type

Crpoxa

Texunueckoe
HaAaMMCHOBAHHUC THUIIA

pecypca

ATpuOyTHI

attributeMap

O0BeKT

Her

Criucok atpubyToB
3arpoca

JenicTBue

action

Crpoka

Her

HeiicTBre ¢ pecypcom

ATpuOyTHI poau

roleAttributeMap

OO0BeEKT

Her

Crucok aTpuOyTOB posei
1 UX 3HAYCHUSI,
WCTIOJBb3yEMBIe JJIS
¢bunbTpanuu pose

IIpusnax
HEOOXOAUMOCTH
ydera
MPUMEHUMOCTHU
posu

useRolesApplicabili

tyCondition

Jlornuec
KUU

Her

WNudopmanus o
HEOOXOIMMOCTH y4eTa
MPUMEHUMOCTH POIIH.
3HaucHUe «truey — eciu
MIPUMEHUMOCTD POJTH
YUUTBHIBACTCSI IPU
aBTOPHU3AIINH,

3HauecHue «false» — ecnu
MIPUMEHUMOCTH POJIA HE
YYUTHIBACTCS TIPU
ABTOPH3AIIHH.

3HaueHue 1Mo YMOTYaAHUIO
— «true»

). DBOX
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PykoBoacTBO pazpaboTumnka
X-IDBox

ITonyuenue cnucka JOCTYIMHBIX PECYpPCOB U JICMCTBUIN JJIsI
KOHKPETHOT0 npoduiis Y3 Moib30BaTes

4.2. JlaHHBbIe B OTBETE HA 3aIPOC

B ciyyae ycnemHoro BBITOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOTo npuBe/eHa B Tabnuie 11.

Ta6muma 11 — JlanHble B OTBETE HA 3aIpoC

Ha3Banmue Tun

mapamMerTrpa

ITapamerp Onucanne

JAHHBbIX

[IpaBo nocryna - O6bext | TexHuyeckoe HaMMEHOBAHME pecypca U
JEeNCTBUS, KOTOPbIE MPOopib Y3

ITIO0JIB30BAaTCIA MOKET C HUM BBIIIOJIHATDH

Tun pecypca

resourceType

Crpoxa

TexHndyeckoe HaMMEHOBaHKE TUIIA PECYpCa,
KOTOPBIi OB yKa3aH B 3ampoce

Pecypc

resource

Crpoxa

TexHnueckoe HaMMEHOBaHUE pecypca,
KOTOPBIA OBLIT YKa3aH B 3ampoce

JecTBue ¢
pecypcom

actions

Maccus

[lepeuens aelicTBuil, KOTOpBIE MpoduiIb Y3
10JI30BATENS MOKET BBIIIOJIHATH C PECYPCOM,

yKa3aHHBIM B mapameTpe «Pecypc»
COOTBETCTBYIOIIIETO TUTIA, YKA3aHHOTO B
napametpe «Tur pecypca», 1 B COOTBETCTBUU
C Ha3HAYCHHBIMH HA TEKYIIIHA MOMCHT
poiisimu ipodusist Y3 moap30BaTens

4.3. Bo3MOKXHBIC OILIIUOKH

B ClIydyac BO3HHMKHOBCHMA OIITMOKH IIpHU BBIIIOJHCHHU 3allpoCa BO3BpAIIACTCA

OTBET, CTPYKTypa KOTOPOTO MpUBe/eHa B Tabymie 12.

Tabnuna 12 — Jlanuble oMOKHU BBITIOJTHEHUS 3amipoca

HasBanmue Tun
IMapamerp Onucanue
napamerpa JAHHBIX
Tun ommbku type Crpoka | OmmOka ¢ cooO1IeHneM Hin omuoKa
BaJIMIalluN
WNudopmanus o6 ommbke | payload Crtpoka/ | IlogpobHas uropmarys 06 ommodke
OOBeKT
Bpewms ommbku timestamp Crpoka | Bpems, B koTopoe Obla mosrydeHa
omunoka

&
). DBOX 21




ITonyuenue cnucka JOCTYIMHBIX PECYpPCOB U JICMCTBUIN JJIsI PykoBoacTBo pazpaboTunka

KOHKPETHOTO Mpouisi Y3 MmoJIb30BaTENS X-IDBox

4.4, TlpuMep BbINOJHEHHS 3aMpoca

3ampoc:

POST http://{{host}}/authz/api/vl/user-
profiles/resources

Content-Type: application/json

Accept: application/json

"userProfileUuid": "966cfale-cc90-4e97-aecal3-
df5aal759099",
"infoSystemTechName": "xidbox",
"resources": |
{
"resource": "certification authority",
"resourceType": "certification authorities type"
Yo
{
"resource": "certification authorities",
"resourceType": "certification authorities type"

}

1,
"attributeMap": {

"CURRENT USER ID": "0052f40b-el2f-4fcb-ac23-
988c2b4£539p"

by

"roleAttributeMap": {
"tech name 2": "value 2",
"tech name 3": "value 3"

I

"useRolesApplicabilityCondition": true

OTtBerT:

Content-Type: application/json

[

&7
). DBOX 99



ITonyuenue cnucka JOCTYIMHBIX PECYpPCOB U JICMCTBUIN JJIsI PykoBoacTBo pazpaboTunka

KOHKPETHOTO Mpouisi Y3 MmoJIb30BaTENS X-IDBox

{
"resource": "certification authority",
"resourceType": "certification authorities type",
"actions": []

} 14

{
"resource": "certification authorities",
"resourceType": "certification authorities type",

"actions": []

OmnOka BBIMOJHEHUS 3ampoca:

Content-Type: application/json

"type": "MESSAGE",
"payload": "llonmp30BaTesib He HaUmeH.",
"timestamp": "2022-04-14T08:31:58.4235592"

OmmbKka BaugaIiu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": |
{
"fieldName": "infoSystemTechName",
"errors": "JlaHHOE IOJIe OOJIKHO COoIepXaTb XOTHA

OBl OOVH He NPODeJIbHBIM CUMBOJ"
}
]

by
"timestamp": "2022-04-14T14:03:29.080453z"

). DBOX
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[Tonydenue crincka npoduiieit Y3 nmoiab3oBarens, 115 KOTOPBIX

PykoBoacTBO pazpaboTumnka

BBITIOJIHACTCS YCIICIIHAA aBTOPpU3alUs IS 3aTAHHOTI'O peCypca u

JENUCTBUS

X-IDBox

5. Iloayuyenue cnucka npoduieii Y3 nmoab3oBareisi, 1Jsi KOTOPbIX

BBITOJIHAETCS YCIENIHAS ABTOPU3alMs JJIs1 32[IaHHOT0 pecypca u

AeNCTBUA

Hms pecypca: /authz/api/v1/user-profiles
Metoa: POST

HTTP-3arosoBknu:
— Content-Type: application/json

— Accept: application/json

5.1. JlanHble B 3ampoce

Onucanne nanHeix B HTTP-3aromoBke 3ampoca mpuBeneHo B Tadmuiie 13.

OnucaHue JaHHBIX B 3aIpOCE NPUBENECHO B Tadiuie 14,

Tabmuma 13 — Jlanasie B8 HT TP-3aromoBke 3ampoca

Ha3Banmne Tun
ITapamertp O0s13aTEJILHOCTD Onucanne
napaMerpa JAAHHBIX
[Mpusnak Cache-Control Crpoka | Her [Tpu nepenaye 3HaYCHUS
OTKJIFOUEHUS «no cache» oTeer OyaeT
Kellla OTBeTa paccumThIBaThCs O€3
y4€Ta Kellla OTBETa,
uHaue OyyT
IPUMEHSATHCS HACTPOUKH
B cepBuce (cM. 1. 1)
Ta6muma 14 — Jlanasie B 3ampoce
ITapamerp Haspame Tun O0s13aTEJILHOCTD Onucanne
napaMerpa AAHHBIX
TexHuueckoe infoSystemTech Crpoka | la TexHuueckoe
HaumeHoBanue IC| Name HanMmeHoBanue MC
Tun pecypca resourceType Crpoka | la Texauueckoe
HAaNMEHOBAHHE THIIA
pecypca
Pecypc resource Crpoka | la TexHuueckoe
HaNMEHOBaHUE pecypca
I 1DBOX 24




[Tonydenue crincka npoduiieit Y3 nmoiab3oBarens, 115 KOTOPBIX

PykoBoacTBO pazpaboTumnka

BBITIOJIHAETCS yCIEIIHAs aBTOpU3aLus JUIsl 3aJaHHOTO pecypcea U X-IDBox
JeUCTBHS
IHapametp Hasparime Tun O0s13aTEJILHOCTH Onucanue
napamerpa JMAHHBIX

[erictBue action Crpoka | la TexHuueckoe
HAaNMEHOBAHUE JACHUCTBUS
HaJl peCypcom

Opranuzanus organizationUuid UuID a Wnentudukarop
OpraHu3aiuH, KOTOpOoi
JIOJDKCH TIPUHAIC)KATh
npoduib Y3
10JIb30BATEJISI

ATpulyTHI attributeMap Oo6mwext | Her Crnucok pecypcHBIX
aTpuOyTOB U UX
3HAYCHHSI, UCITOIb3yEMbIC
JUTSl aBTOPHU3AIINN

ATpubyte ponu | roleAttributeMap Oo0wext | Her Criucok aTpuOyTOB poJiei
U UX 3HAYCHHS,
UCIIOJIB3yEMBIE IS
¢bunbTpanuu posen

[Tpu3nak useRolesApplicabili | Jlorumuec | Her HNudopmanus o

Heooxomumoctu | tyCondition KU HEOOXOAMMOCTH yueTa

ydera OPUMEHUMOCTH POJIH.

PUMEHUMOCTH 3HaueHue «truey» — eciu

posn PUMEHUMOCTD POJIH

VYHUTHIBACTCS TTPU
aBTOPU3AIINH,

3HaueHue «false» — ecnu
MIPUMEHUMOCTH POJIA HE
VYHUTHIBACTCS TTPU
aBTOPU3AIINH.

3HaueHUe M0 YMOITYAHUIO
— «true»

5.2. JlaHHbIEe B OTBETe HA 3aMpoC

B cimyyae ycnemHOro BBINOJIHEHUS 3ampoca BO3BPAIIACTCs OTBET, CTPYKTypa

KOTOPOTO TIpuBeieHa B Tabiumie 15.

Ta6muma 15 — JlanHble B OTBETE HaA 3aIIpoC

HasBanmue Tun
IMapamerp Onucanue
napamMerpa JTaHHBIX
Texuuueckoe infoSystemTechName | Ctpoka | Texnuueckoe HanmeHoBaHue NC
HaumeHoBanue MC

). DBOX
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[Tonydenue crincka npoduiieit Y3 nmoiab3oBarens, 115 KOTOPBIX

PykoBoacTBO pazpaboTumnka

BBITIOJIHACTCS YCIICIIHAA aBTOPpU3alUs IS 3aTAHHOTI'O peCypca u X-IDBox
JCUCTBUS
IHapametp Hasparie Tun Onucanue
napaMerpa JAAHHBIX
Tun pecypca resourceType Crpoka | TexHuueckoe HAMMEHOBAaHUE THUIIA
pecypca
Pecypc resource Crtpoka TexHnueckoe HaMMEHOBAaHUE pecypca
[elictBue action Crpoka TexHuueckoe HaMMEHOBaHHE
JEHCTBUS HAJl PECypCOM
Unentudukatop organizatioinUuid UulibD WnentudukaTop opranuzanuu
OpraHu3aIiH
[TonHoe  nammenoBanue | organizationFullName| Ctpoka | [TomHOe HaMMEHOBaHUE OpraHU3AIUN
OpraHu3aIiH
[Mpodpwmmm V3 userProfiles MaccuB | Cnucok npoduiieit Y3 mosib3oBaTers,
MI0JIb30BATEIS KOTOPBIC MOTYT COBEPILUTH JICHCTBHS
HaJI pecypcoM
[Tonw3oBarens user O6bekr | MHOpManmst o moas30BaTele
Wnentudukarop userProfileUuid UuID W nenTudukaTop mob30BaTess
MOJTb30BATEIS
Nwms firstName Crtpoka | Mms nosp3oBares
Damuius lastName Crpoka DaMUIIHs TI0JIB30BATEIIS
OTuecTBO middleName Crtpoka | OT4ecTBO IMOJIB30BATEISA
NHH inn Crpoxa | MHH monb3oBarens
CHUIJIC snils Crtpoka | CHWUJIC nons3oBaress
Iloura V3 email Crpoka | Azxpec 2IEKTpOHHON NOUTHl Y3
M0JIb30BATENS M0JIb30BaTENS
[Mpoduns Y3 userProfile O6bekr | Mudpopmarust o npoduie V3
MOJTb30BATEIIS MIOJTb30BATENS
Wnenrudukarop uuid UuliD Nnentudukarop npoduis Y3
npopuins V3 10JIb30BATENS
M0JIb30BATENS
[MToura mpoduns V3 | workEmail Crtpoka | Ampec 3MeKTpOHHOU MOYTHI podus
M0JIb30BATENS V3 nonb3oBarens

5.3. Bo3MoOXHBIE OIIHOKH

B CJIydyac BO3HHMKHOBCHMHA OIITNOKHU IIpX BBIIIOJIHCHHUM 3aIIpOCa BO3BPAIIACTCA

OTBET, CTPYKTypa KOTOPOTO MpuBecHa B Tabaule 16.

Ta6muma 16 — JlanHbie OmMOKHU BBITIOTHEHUS 3a1Ipoca

HazBanue Tun
ITapamerp Onucanne
napamerpa JAAHHBIX
Tun ommOku type Crpoka | OmmOka ¢ coOOIIEHNEM HITH OLITHOKa
BaJIUJAIIHA

). DBOX
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[Tonydenue crincka npoduiieit Y3 nmoiab3oBarens, 115 KOTOPBIX PykoBoacTBo pazpaboTunka

BBIITOJIHACTCA YCIICHIHAA aBTOPU3alHA JJIA 3a/ITaHHOI'0 peCypcCa U

JIeUCTBUS

Ha3zBanmue Tun
IHapamerp Onucanue

napamerpa JTAHHBIX

Wudopmarms o6 omudke | payload Crpoka/ | [logpobuas nadopmanus 06 ommbke

OOBekT
Bpewms ommbku timestamp Crpoka | Bpewms, B KoTOpoe ObLIa MOJTy4eHa
ommobKa

5.4. Ilpumep BbINOJHEHHS 3aMPOCA

3armpoc:

POST http://{{host}}/authz/api/vl/user-profiles
Content-Type: application/json
Accept: application/json

"infoSystemTechName": "xidbox",
"resourceType": "decision type",
"resource": "decision",
"action": "create",
"organizationUuid": "c25ebdbe-6d16-44a5-9267-
4d3al72cb0Oba",
"attributeMap": {
"ORDR TYPE": "usr reg"
Yo
"roleAttributeMap": {
"tech name 2": "value 2",
"tech name 3": "value 3"

by

"useRolesApplicabilityCondition": true

OrtBer:

Content-Type: application/json

"infoSystemTechName": "xidbox",
"resourceType": "decision type",
"resource": "decision",
"action": "create",

). DBOX
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[Tonydenue crincka npoduiieit Y3 nmoiab3oBarens, 115 KOTOPBIX PykoBoacTBo pazpaboTunka

BBIITOJIHACTCA YCIICHIHAA aBTOPU3alHA JJIA 3a/ITaHHOI'0 peCypcCa U X-IDBox
JCUCTBUSA

"organizationUuid": "c25ebdbe-6d16-44a5-9267-

4d3al72cblOba",
"organizationFullName": "W Lenem B.",
"userProfiles": [
{
"user": {

"uuid": "0052f40b-el2f-4fcb-ac23-
988c2b4£539%0",

"firstName": "UBau",
"lastName": "Bcemorymmm",
"middleName": null,
"inn": null,
"snils": null,
"email": "max@infosec.ru"
}I
"userProfile": {

"uuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£f539p",
"workEmail": "max@infosec.ru"

"user": {
"uuid": "2543a4ab-907a-4ead-9370-
bdlec017bf3ae",

"firstName": "Unpa",
"lastName": "dommu",
"middleName": "Hukurwuu",
"inn": null,
"snils": null,
"email": "jija@localhost.ru"
I
"userProfile": {

"uuid": "29a99f6b-2ce5-449a-8596-
c9517f£425416",
"workEmail": "jija@localhost.ru"

&7
I DBOX 08



[Tonydenue crincka npoduieit Y3 nmoiab3oBatens, s KOTOPhIX

PyxoBoacTBO pazpaboTunka

BBITIOJTHAETCS yCIENTHAs aBTOPU3aLIMS U1 3aJTAaHHOTO pecypca U
JEUCTBUS

OmmbKa BRITIOTHEHUS 3ampoca.

Content-Type: application/Jjson

"type": "MESSAGE",

"payload": "MHOopMaLMOHHAA CHUCTeMa He HaMIeHa.

"timestamp": "2022-04-14T08:31:58.4235592"

Ommbka BaIIaIiu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": [
{

"fieldName": "resource",
"errors": "JlaHHOe IIOJIe OOJIXHO COLepXaThb

OBl OOMH He NPOOEeJIbHBEIM CUMBOJI"

]

Yy
"timestamp": "2022-04-14T709:00:38.996714z"

&
<. IDBOX

X-IDBox

"
14

X0oT4d



[Tonyuenue cnucka pecypcHbIX aTpuOyTOB, YHaCTBYIOIIUX B

PykoBoacTBO pazpaboTumnka

ABTOpH3alnH

X-IDBox

6. IlosryyeHue cIMCKa pecypCHBIX aTPUOYTOB, YYACTBYIOIIHNX B

aBTOpHU3aluH

Hms pecypca: /authz/api/vl/authz/attributes

Metoa: POST

HTTP-3arosioBku:

— Content-Type: application/json

— Accept: application/json

6.1.

/lanHbIe B 3ampoce

Onucanme nanubix B HTTP-3aromoBke 3ampoca mpuBeneHo B Tabmuie 17.

Omnucanue JaHHBIX B 3aIlIpOCC IIPUBCACHO B Ta6HI/I]_IC 18.

Ta6nuna 17 — Jlanusie B HT TP-3arosioBke 3ampoca

Ha3Banmne Tun
ITapamertp O0s13aTEJILHOCTD Onucanne
napaMerpa JAAHHBIX

[Mpusnak Cache-Control Crpoka | Her [Tpu nepenaye 3HaAYCHHUSI

OTKJIFOUEHUS «no cache» oTBer OyaeT

Kellla OTBeTa paccuuThIBaThCs 0e3
y4€Ta Kellla OTBETa,
uHaue OyyT
IPUMEHATHCS HACTPONKHU
B cepBuce (cMm. 1. 1)

Ta6muma 18 — Jlanusie B 3ampoce
ITapamerp Haspanme Tun ObasiTeIbHOCTD Onucanne
napaMerpa JAAHHBIX

Texuuveckoe infoSystemTech Crpoka | [la Texuuveckoe

Haumenosanue IC | Name HanMmeHoBanue 1MC

Cnucok pecypcoB | resources Maccus | Jla Cnucok pecypcos, 1o
KOTOPBIM 3ampaniuBacTcs
uHpopMaIus

Pecypc resource Crpoka | [a Texauueckoe
HauMEHOBaHME pecypca
Tun pecypca resourceType Crpoka | Jla Texuuueckoe

HauMEHOBAaHME THIIA
pecypca

). DBOX
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HOqueHMe CIIMCKa pEeCypCHBIX anl/I6yTOB, Y4aCTBYIOIIUX B PyKOBO,ﬂCTBO pa'spa60T11MK'd
ABTOpH3alnH X-IDBox

6.2. JlaHHbIe B OTBeTe HA 3aMpoc

B ciyyae ycnemHoro BBITOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOT0 npuBe/eHa B Tabnuie 19.

Ta6muma 19 — JlanHble B OTBETE HA 3aIpocC

HasBanmue Tun
ITapamerp Onucanne
napamerpa JAAHHBIX
Texauueckoe infoSystemTechName | Crpoka | Texuuueckoe HanMeHoBaHue MC
HanmeHoBanue MC
Cnucok pecypcos resources Maccu | Criucok pecypcoB, 0 KOTOPhIM
3arpamuBaeTcsi HH(popMarus
Pecypc resource Crpoka | TexHuueckoe HaMMEHOBAHHE pecypca
Tun pecypca resourceType Crpoka | TexHuueckoe HaMMEHOBAaHUE THIIA
pecypca
Cricok pecypcHbIX | resourceAttributes MaccuB | Criucok pecypCHBIX aTpuOyTOB,
aTpulyTOB KOTOPBIE UCITIONIb3YIOTCS B
aBTOPU3ALIMHU 3aIIPOCOB AJIS
yKa3aHHOI'O pecypca

6.3. Bo3MoKHBIE OIIHOKH

B CJIy4aC BO3HHMKHOBCHHA OIITNOKHU IIpX BBIIIOJIHCHHUM 3aIIpOCa BO3BPAIIACTCA

OTBET, CTPYKTypa KOTOpOro npuBeacHa B Tadauie 20.

Ta6nuna 20 — JlanHble OIMOKHU BHITIOJTHEHUS 3a1Ipoca

HazBanue Tun
ITapamerp Onucanne
napamMerpa JAAHHBIX
Tun ommOku type Crpoka | OmmOka ¢ cooO1IeHneM 1in omuoKa
BaJIHIAIIHA
WNudopmanus o6 ommbke | payload Crtpoka/ | IlogpobHas uropmarys 06 ommdke
OOBeKT
Bpewms omnbku timestamp Crtpoka | Bpewms, B koTopoe ObuIa mosrydeHa
omuoka

6.4. Ilpumep BbINOJHEHUS 3aMPOCA

3amnpoc:

&
). DBOX 31




[Tonyuenue cnucka pecypcHbIX aTpuOyTOB, YHaCTBYIOIIUX B PykoBoacTBO pazpaboTumnka

aBTOpU3ALUU X-IDBox

POST http://{{host}}/authz/api/vl/authz/attributes
Content-Type: application/json
Accept: application/json

"infoSystemTechName": "xidbox",
"resources": [
{
"resource": "user card",
"resourceType": "user card type"
}I
{
"resource": "ordr card",
"resourceType": "ordr card type"
}
]
}
OTBeT:

Content-Type: application/json

"infoSystemTechName": "xidbox",
"resources": [
{
"resource": "user card",
"resourceType": "user card type",

"resourceAttributes": |
"USER_SYSTEMS ",
" USER_CARD_UUI D"

"resource": "ordr card",
"resourceType": "ordr card type",
"resourceAttributes": [

"USER PROFILE ROLE TECH NAMES",

"ORDR APPROVAL STEP",

"ORDR TYPE",

&7
). DBOX 39



[Tonyuenue cnucka pecypcHbIX aTpuOyTOB, YHaCTBYIOIIUX B PykoBoacTBO pazpaboTumnka

aBTOpU3ALUU X-IDBox

"AUTHOR UUID",
"CONTROL OBJECT UUID",
"CONTROL OBJECT SYSTEMS"

OmmoOKa BBIIOJHEHUS 3arpoca.

Content-Type: application/json

"type": "MESSAGE",
"payload": "MHbopmMaLUMOHHaAdA CHUCTeMa He HauneHa.'",
"timestamp": "2022-04-14T08:31:58.4235592"

OmmOka BaIuaLuu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": [
{

"fieldName": "infoSystemTechName",
"errors": "JlaHHOE IOJIe OOJIKHO COoIepXaTb XOTHA

OBl OOVH He NPODeJIbHBIM CUMBOJ"
}

]

I
"timestamp": "2022-04-14T09:00:38.996714z"

). DBOX
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[TonydyeHue criucka yCiaoBUd ISl YCIIEIHOTO MPOXO0KICHUS

PykoBoacTBO pazpaboTumnka

ABTOpH3alnH

X-IDBox

/. Tlony4yeHue cIUCKA YCJAOBHIA JJIS1 YyCIIEIHOTO MPOXO0XKIEHNS

Hms pecypca: /authz/api/vl/user-profiles/conditions

Metoa: POST

HTTP-3aroioBku:

aBTOpHU3aluH

— Content-Type: application/json

— Accept: application/json

7.1. JlanHble B 3ampoce

Onucanne nanHeix B HTTP-3aromoBke 3ampoca mpuBeneHo B Tabmuiie 21.

Omnrcanye JaHHBIX B 3aIPOCE MPUBEICHO B Ta0mIe 22,

Tabmuma 21 — Jlanasie B8 HT TP-3aronoBke 3ampoca

Ha3Banmne Tun
ITapamertp O0s3aTEILHOCTD Onucanne
napaMerpa JAAHHBIX
[Mpusnak Cache-Control Crpoka | Her [Tpu nepeaye 3HAYCHHUSI
OTKJIFOUEHUS «no cache» oTBer OyaeT
Kellla OTBeTa paccumThIBaThCs O€3
y4€Ta Kellla OTBETa,
uHaue OyyT
IPUMEHSTHCS HACTPOUKH
B cepBuce (cMm. 1. 1)
Tabmmma 22 — Jlanabie B 3ampoce
ITapamerp Hasparme Tun O0s13aTEJILHOCTD Onucanne
napaMerpa JAAHHBIX
WUnentudpukarop | userProfileUuid UuID Ha Wnentudukartop
npoduns V3 npoduns V3
TIOJTb30BATEIS MOJTE30BATEIS
Texuuveckoe infoSystemTech Crtpoka | Jla Texunveckoe
HaumeHoBanue IC| Name HaumeHnoBanue C
Tun pecypca resourceType Crpoka | [la Texauueckoe
HaMEHOBaHME THIIA
pecypca
Pecypc resource Crpoka | Jla Texuuueckoe
HauMEHOBaHME pecypca
). DBOX 34




[TonydyeHue criucka yCiaoBUd ISl YCIIEIHOTO MPOXO0KICHUS PykoBoacTBO pazpaboTumnka

aBTOPH3AIIUN X_-IDBox
IHapametp Hasparime Tun O0s13aTEJILHOCTH Onucanue
napaMerpa AAHHBIX
[erictBue action Crpoka | Jla TexHunueckoe
HAMMEHOBAHUE JEUCTBUSA
[Tpusnak insertDynamicAttrib | Jloruuec | Her HNudopmanus o
MO/ICTAHOBKH utes KU HEOOXOUMOCTH
3HAYECHUU MO/ICTAHOBKHU
JUHAMHUYECKUX JUHAMHAYECKHUX
aTpuOyTOB aTpuOyTOB.

3HaueHUE «true» — eciau
ITOJICTABIISIFOTCS
JMHAMUYECKHE
aTpuOyTHI,

3HaueHue «false» — ecnu
HE I10JICTaBIISIIOTCS.
3HadeHue 1o

ymoudanuio — «false»

ATpuOyte posin | roleAttributeMap Oo6mwext | Her Criucok atpubyToB
poJIel U UX 3HAYCHUS,
UCIIOJIBb3yEeMbIC IS
¢bunpTpanuu ponei

[TpusHak useRolesApplicabili | Jlornyec | Her HNudopmarnus o
HeoOxomumoct | tyCondition KHH HEOOXOMMOCTH ydeTa
ydera MPUMEHUMOCTHU POJIH.
IIPUMEHUMOCTH 3HaueHue «true» — eciu
posu MPUMEHUMOCTD POJTH

YUUTBHIBACTCS IPU
aBTOPHU3AIINH,

3HaueHue «false» — ecnu
MPUMEHUMOCTE POJIA HE
YYUTHIBACTCSI IPU
ABTOPH3AIIHH.

3HadueHHE MO
YMOJIYaHUIO — «true»

7.2. ]JlaHHbIE B OTBeTe HA 3aMpoC

B cimyyae ycnemHOro BBINOJIHEHUS 3ampoca BO3BPAIIACTCs OTBET, CTPYKTypa

KOTOPOTO MIpUBEJIeHa B TabuIe 23.

&
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[TonydyeHue criucka yCiaoBUd ISl YCIIEIHOTO MPOXO0KICHUS

PykoBoacTBO pazpaboTumnka

ABTOpH3alnH

Tabnuna 23 — JlaHHbIC B OTBETE Ha 3aIIpoC

X-IDBox

HasBanmue Tun
IHapametp Onucanue
napamerpa JAHHBIX
Wnentuduxarop userProfileUuid UuUID Wnentudukarop nmpodpuis Y3
npoduns MOJIb30BaTENs U3 3alpoca
V3 nonb3oBarens
Texuuueckoe infoSystemTechName | Crpoka | Texuuueckoe HaumeHoBanue UC u3
HaunmenoBanue MC 3ampoca
Tun pecypca resourceType Ctpoka | TexHuueckoe HaMMEHOBAaHUE THUIIA
pecypca
Pecypc resource Crpoka | TexHuyeckoe HaMMEHOBAHHE pecypca
U3 3ampoca
[evictBue action Crpoka | TexHuueckoe HAUMEHOBAHHUE
JICUCTBUA U3 3apoca
YcnoBus conditions MaccuB | Crucok ycloBHii ¢ MO/ICTaBICHHBIMU

3HAYEHUSIMU U3 PECYPCHBIX aTpuOyTOB

7.3. Bo3MoKHBIE OIIHOKH

B ClIydyac BO3HHMKHOBCHMA OIITMOKH IIpHU BBIIIOJHCHUU 3allpoCa BO3BpAIACTCA

OTBET, CTPYKTypa KOTOPOTO MpUBE/cHa B Tabmie 24.

Ta6numa 24 — Jlanuble omMOKHU BBITIOJTHEHUS 3a1Ipoca

HasBanmue Tun
ITapamerp Onucanue
napaMerpa JAAHHBIX
Tun ommbku type Crtpoka | OmmOKa ¢ cooOIIeHnEM U OIINOKa
BaJIUIAIIA
Wudopmanus 06 omuodke | payload Crpoka/ | [Togpobuas nHdopmarus 06 ommbke
OOBbexT
Bpewms ommbku timestamp Crpoka | Bpewms, B koTopoe OblIa mosrydeHa
omunoka

7.4. Ilpumep BBINOJHEHHS 3aMPOCa

3armpoc:

POST http://{{host}}/authz/api/vl/user-
profiles/conditions

Content-Type:
Accept:

). DBOX

application/json

application/json

36




[TonydyeHue criucka yCiaoBUd ISl YCIIEIHOTO MPOXO0KICHUS PykoBoacTBO pazpaboTumnka

aBTOpU3ALNHU X-IDBox
{
"userProfileUuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£539pb",
"infoSystemTechName": "xidbox",
"resourceType": "ordr card type",
"resource": "ordr card",
"action": "read",
"insertDynamicAttributes": false,
"roleAttributeMap": {
"ORDR TYPE": "usr reg"

by

"useRolesApplicabilityCondition": true

OTBerT:

Content-Type: application/json

"userProfileUuid": "0152f40b-el2f-4fcb-ac23-
988c2b4£f539p",

"infoSystemTechName": "xidbox",
"resourceType": "ordr card type",
"resource": "ordr card",
"action": "read",
"conditions": [

"true",

"true",

"true",

"current user.uuid.equals (CONTROL OBJECT UUID) ||
current user profile.uuid.equals (CONTROL OBJECT UUID)

LA
14

"current user profile.uuid.equals (AUTHOR UUID)",
"CONTROL OBJECT SYSTEMS.contains (controlled system)",

"ORDR TYPE.equals ('change user profile roles') &&

&7
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[TonydyeHue criucka yCiaoBUd ISl YCIIEIHOTO MPOXO0KICHUS PykoBoacTBO pazpaboTumnka

aBTOpU3ALUU X-IDBox

ORDR_APPROVAL STEP.equals(1l) &&
USER PROFILE ROLE TECH NAMES.contains ('system adminis

trator') && true"

]

OmmbKa BEITIOJHEHUS 3aIpoca;

Content-Type: application/json

"type": "MESSAGE",
"payload": "MHbOopmMauMOHHaAdA CHUCTeMa He HauneHa.'",
"timestamp": "2022-04-14T08:31:58.4235592"

Ommbka BaIyIaIiu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": [
{
"fieldName": "resource",
"errors": "JlaHHOe II0OJIE IOOJDKHO COIepXaThb XOTHA

OBl OOVH He NPODEeJIbHBIM CUMBOJ"
}
]

I
"timestamp": "2022-04-14T09:00:38.996714z"

). DBOX

38



[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx

PykoBoacTBO pazpaboTumnka

OpraHu3alMi, ISl KOTOPBIX BBIITOJHEHA YCIICIIHASI aBTOPU3AIUs
JUISL 3IaHHOTO pecypca U JEUCTBUS

X-IDBox

8. Iloayuenme cnucka npoduiei Y3 nojab3oBaresieil pa3HbIX

opraHmaum‘fl, AJIS1 KOTOPbIX BBINMOJIHEHA YCIICIIHAA aBTOPU3allus IJIsd

3a/IaHHOT0 pecypca v 1eCTBUS

Hms pecypca: /authz/api/vl/user-profiles-in-multiply-organizations
Metoa: POST

HTTP-3arosoBku:

— Content-Type: application/json

— Accept:

8.1.

Onucanue JaHHBIX B 3a4IIPOCC IIPUBCACHO B Ta6J'II/II_[€ 25.

application/json

/lanHbIe B 3ampoce

Tabmuma 25 — Jlannabple B 3ampoce

Ha3Banmue Tun
ITapamerp O0s13aTEJILHOCTD Onucanue
napamerpa AAHHBIX

Texuuveckoe infoSystemTech Crpoka | [la Texuuveckoe

HaumeHoBanue MIC| Name HanMmeHoBanue MC

Tun pecypca resourceType Crpoka | la Texuunueckoe
HAauMEHOBAaHME TUIIA
pecypca

Pecypc resource Crpoka | la TexHuueckoe
HauMEHOBAaHUE pecypca

JenicTBue action Crpoka | la Texauueckoe
HAauMEHOBAaHUE JEHCTBUS
HaJ pecypcoM

Opranuzanuu organizationUuids Maccus | Her Crucok
UACHTU(PUKATOPOB
OpraHu3aIui, KOTOPbIM
JOJIKEH NMPUHAIIeKATh
npoduns V3
10JIB30BATENS

ATpuOyTHI attributeMap O6bext | Her Cnucok pecypcHBIX
aTpuOyTOB U UX
3HAYEHUS, UCIIOJIb3YEMbIE
JUTSL aBTOpU3AINH

X{ DBOX 39




[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx

PykoBoacTBO pazpaboTumnka

opraHmauHﬁ, IJIs1 KOTOPBIX BBITMMOJIHCHA YCIICITHAA aBTOPU3alUs

. X-IDBox
JUTS 337]aHHOTO pecypca U IeHCTBUS
IHapametp Hasparime Tun O0s13aTEJILHOCTH Onucanue
napamerpa JAAHHBIX
ATpuOyte ponu | roleAttributeMap Oo6mwext | Her Criucok aTtpuOyTOB pojei
U MX 3HAYCHHUS,
UCIIOJIb3YEMBIC IS
bunpTpanuu posei
[Tpu3Hak useRolesApplicabili | Jloruuec | Her Wudopmanus o
Heooxomumoctu | tyCondition KUU HEOOXOIUMOCTH y4eTa
ydera MPUMEHUMOCTH POJIH.
IIPUMEHUMOCTH 3HaueHue «true» — eciau
poiu MPUMEHUMOCTH POJIH
YUUTBIBACTCS IIPH
aBTOPH3AIINH,
3HaueHue «false» — ecnu
MPUMEHUMOCTH POJIA HE
YUUTBIBACTCS MIPH
aBTOPH3AIINH.
3Ha4YeHUE 10 YMOITYaHHUIO
— «true»
MakcumanbHOe limit enoe Ha MaxkcumanbpHOe
KOJIMYECTBO YHCIIO KOJIMYECTBO Mpodruien
npoduneit Y3 V3 nonws3oBarens B
MOJIb30BAaTENs B oTBeTe. MakcumanbHOE
OTBETE 3nauenue — 500
Unentudukarop | afterProfileUuid UuID Her Wnentudukartop
npoduns V3 npoduns V3
MOJIb30BaTeJIs, Ha MOJIb30BATEIIs, Ha
KOTOpPOM KOTOPOM OCTaHOBUJIUCH B
OCTaHOBHJIKCH B MpebIIyIIeM 3arpoce,
pebIIyIeM MIPY TIPEBBIIICHUN B
3arpoce OTBETE KOJMYECTBA
npoduneit Y3
MOJIb30BaTENICH,
YKa3aHHOTO B TTapaMeTpe
«limit».
B otBete OynyT
coziepxKaTbes NpoPHIu
V3 nonw3oBarenci,
CJIEYIOLIHE MoCTe
npoduns V3
MIOJTb30BATEIIS C
yka3zanHbiM UUID
). DBOX 40




[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx

PykoBoacTBO pazpaboTumnka

opraHmaunﬁ, IJIs1 KOTOPBIX BBITMMOJIHCHA YCIICITHAA aBTOPU3alUs

JUISL 3IaHHOTO pecypca U JEUCTBUS

8.2. JlaHHbIe B OTBeTe HA 3aMpoc

X-IDBox

B ciyyae ycnemHoro BBITOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOTO IpuBe/ieHa B Tabnuiie 26.

Ta6numa 26 — JlanHbIe B OTBETE HA 3aIIpoC

Ha3panue Tun
ITapamerp Onucanne
napaMerpa JAAHHBIX
Texuuueckoe infoSystemTechName | Ctpoka | Texuuueckoe HanmeHoBaHue MC
HauMeHoBanue MC
Tun pecypca resourceType Crpoka | TexHuueckoe HAMMEHOBAaHUE THIIA
pecypca
Pecypc resource Crtpoka TexHnueckoe HaMMEHOBAaHHE pecypca
[evicTBue action Crpoka TexHuueckoe HaMMEHOBAaHHUE
JEHCTBUS HAJl pecypcoM
KomnyecTBo npoduneit count [emoe KonuuectBo npoduieit V3
V3 nonb3oBareneii B YUCIIO0 M0JIb30BaTEJIEH B OTBETE
OTBETE
[Mpodumm V3 userProfiles Maccu | Crnimcok mpoduieii V3 mosib3oBares,
TIOJTb30BATEIS KOTOPBIE MOTYT COBEPIIUTH ICHCTBHS
HaJl pecypcoM
ITons3oBarens user O6wext | MHpopmarus o Y3 noss3oBaTens
Unentudukarop Y3 | uuid UuUID Wnentudukarop Y3 nonpzoBaTens
M0JIb30BATENS
Nwmst firstName Crpoka | Mms momb3oBatens
OamMuiust lastName Crtpoka DaMIIHS TOJIH30BATEIS
OtyecTBO middleName Ctpoka | OT4eCTBO MMOJIB30BATENS
NHH inn Crpoka WNHH nons3oBarens
CHMUIJIC snils Crpoka | CHUJIC nons3oBarens
[Moura V3 email Ctpoka | AJpec 3JIeKTPOHHOU MOUTH Y3
MOJTE30BATEIS MIOJTb30BATEIIS
ITpodwmis V3 userProfile O6wext | Mupopmanus o npoduie V3
MIOJIb30BATENS M0JIb30BATENS
Wnentudukatop uuid UuUID Wnentudukarop npodpuis Y3
npodwmisa Y3 MOJIb30BaTENs
MIOJTE30BATEIIS
[Touta mpodpuns Y3 | workEmail Crpoka | Ampec 2JIEeKTPOHHOU TOUYTHI TPO(HIIS
10JIb30BATENS VY3 nonw3oBarens
Wnentudukatop organizatioinUuid UuUID WnentudukaTop opranuzanuu
OpraHu3aIu
). DBOX 41




[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx PykoBoacTBo pazpaboTunka
OpraHu3aIMi, 1JIsI KOTOPHIX BBIIIOJIHEHA YCIIEIIHASI aBTOPU3ALUS X_-IDBox
JUTsL 33JJaHHOTO pecypca U IeUCTBUS

Ha3panmue Tun
IMapametp Onucanue
napamerpa JIAHHBIX
[Monnoe organizationFullName| Ctpoka | [losHOe HAMMEHOBaHUE OPraHU3AINT
HAWMEHOBAHHE
OpraHu3aluu

8.3. Bo3MoKkHBIE OIIHOKH

B ClIydyac BO3HHMKHOBCHMA OIINOKHU IIpHU BBIIOJHCHHUU 3alIpOCa BO3BpPAIIACTCA

OTBET, CTPYKTypa KOTOPOTO MpHBeAcHa B TabuIe 27.

Tabmuma 27 — JlaHHBIC OMMOKH BBHITOJTHEHHS 3aITpOCca

HasBanmue Tun
ITapamerp Onucanne
napaMerpa JAAHHBIX
Tum omuOku type Crpoka | Omubka ¢ cooOIIeHnEeM HITH OIINOKa
BaJIMIalluU
Nudopmanus 06 omuodke | payload Crtpoka/ | IlogpobHas undopmarust 06 ommodke
OObeKT
Bpewmst ommbku timestamp Crpoka | Bpewms, B koTopoe Oblia mosrydeHa
omunoka

8.4. IlpuMep BbINOJHEHHUS 3apoca

3anpoc (6e3 opraHuzaiuil):

POST http://{{host}}/authz/api/vl/user-profiles-in-
multiply-organizations

Content-Type: application/json

Accept: application/json

"infoSystemTechName" : "xidbox",
"resourceType" : "decision type",
"resource" : "decision",
"action" : "create",
"attributeMap" : {

"ORDR TYPE" : "usr reg"
Yy
"useRolesApplicabilityCondition" : true,
"limit™ : 100,

&7
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[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx

PykoBoacTBo pazpaboTunka

OpraHu3aIMi, 1JIsI KOTOPHIX BBIIIOJIHEHA YCIIEIIHASI aBTOPU3ALUS
JUISL 3IaHHOTO pecypca U JEUCTBUS

"afterProfileUuid" : null

3amnpoc (¢ opranu3anusiMu):

X-IDBox

POST http://{{host}}/authz/api/vl/user-profiles-in-

multiply-organizations
Content-Type: application/json
Accept: application/json

"infoSystemTechName" : "xidbox",
"resourceType" : "decision type",
"resource" : "decision",

"action" : "create",
"organizationUuids" : [

"c25ebdb5e-6d16-44a5-9267-4d3al72cb0ba",
"09986ef0-2e0a-4c3f-aaob6-758d87ec07e0"

1,

"attributeMap" : {
"ORDR TYPE" : "usr reg"

Yo

"useRolesApplicabilityCondition" true,

"limit"™ : 100,

"afterProfileUuid" : "5b8588c2-0f%a-48aa-bfcb-
feb0cfebeO77"
}
OTBeT:

Content-Type: application/json

"infoSystemTechName" : "xidbox",

"resourceType" : "decision type",

"resource" : "decision",
"action" : "create",
"count" : 2,
"userProfiles" : [

{

). DBOX
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[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx PykoBoacTBo pazpaboTunka

OpraHu3alMi, 1 KOTOPBIX BBIITOJIHEHA YCIIEIIHAsI aBTOPU3aLIUs X_-IDBox
JUIsL 33JaHHOTO pecypca U IeUCTBUS

"user" : {
"uuid" : "6ae8dc72-d317-4466-b%af-
35aa81fbb3d4",
"firstName" : "Ijnag BHemHerO",
"lastName" : "Ing BHemHero",
"middleName" : null,
"inn" : null,
"snils" : null,
"email" : "is testltest.ru"
Yo
"userProfile" : {
"yuid" : "b2e203d7-79bc-4bad-bbeb-
0a48b2deb094d",
"workEmail" : "is test@test.ru",
"organizationUuid" : "c25ebdbe-6dl16-44a5-
9267-4d3al72cb0Oba",
"organizationFullName" : "MII lenewm B."
}
Yo
{
"user" : {
"yuid" : "2543a4ab-907a-4ead-9370-
bdl16017bf3ae",
"firstName" : "Mnpa",
"lastName" : "dommu",
"middleName" : "Hukwumruu",
"inn" : null,
"snils" : null,
"email" : "jija@localhost.ru"
Yy
"userProfile" : {
"yuid" : "29a99f6b-2ceb5-449a-8596-
c9517f425416",
"workEmail" : "jija@localhost.ru",
"organizationUuid" : "c25ebdbe-6dl16-44a5-
9267-4d3al72cb0Oba",
"organizationFullName" : "UI Lenem B."

&7
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[Tonydenue crincka npoduieit Y3 nmosb3oBaresiei pa3HbIx

PykoBoacTBo pazpaboTunka

OpraHu3aIMi, 1JIsI KOTOPHIX BBIIIOJIHEHA YCIIEIIHASI aBTOPU3ALUS
JUISL 3IaHHOTO pecypca U JEUCTBUS

}

OTBeT, KOorza Kelll pe3ysbTaTa He HalJIeH:

HTTP/1.1 202

<Response body is empty>

OmmoOKa BBIIOJTHECHUS 3arpoca.

Content-Type: application/json

"type": "MESSAGE",
"payload": "MHbopMalLMOHHAA CHMCTeMa He HaMIOeHa

"timestamp": "2022-04-14T08:31:58.423559z"

OmnmbOka BaIuaIuu.

Content-Type: application/json

"type": "VALIDATION",
"payload": {
"fields": [
{

"fieldName": "resource",
"errors": "JlaHHOe IOJIEe IOOJIXKHO COIEepXaThb

OBl OOVH He NPOOeJIbHBIM CUMBOJ"
}
]

Yy
"timestamp": "2022-04-14T709:00:38.996714z"

&
<. IDBOX

X-IDBox

nw
° 14
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